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Pop Quiz!

(A) A patient must sign a 

document to authorize a clinician 

to share their information with 

other clinicians and insurance 

companies.

(B) A patient could write “DO NOT 

SHARE MY INFORMATION” on 

every document they receive at a 

clinician’s office, and the clinician 

could still share their information 

with other clinicians and insurance 

companies.



Pop Quiz!

True or False:

A clinician can decide when and 

how to share data about a patient.

Information Blocking | HealthIT.gov

https://www.healthit.gov/topic/information-blocking


(Most)
HIPAA-Covered Entities and their Business Associates

e/PHI may be shared 
for treatment, payment, 

and operations 
WITHOUT CONSENT

*notable exceptions:  psychotherapy notes and self-pay

eCFR :: 45 CFR 164.506 -- Uses and 
disclosures to carry out treatment, 
payment, or health care operations.

https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.506
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.506
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.506


Federal Laws Requiring 
Affirmative, Written Consent

information entity "holding 
itself out" as 

providing 
SUD 

treatment 
services

receiving 
federal 
funding 

(e.g., 
Medicare, 
Medicaid, 

grants)

Disclosure of Substance 
Use Disorder Patient 
Records (samhsa.gov)

42 CFR Part 2

https://www.samhsa.gov/sites/default/files/does-part2-apply.pdf
https://www.samhsa.gov/sites/default/files/does-part2-apply.pdf
https://www.samhsa.gov/sites/default/files/does-part2-apply.pdf


Maryland Laws Requiring 
Affirmative, Written Consent
•  Md. Health. Gen. § 4-302.5: 

• A health information exchange or electronic health network may not disclose . . . 
sensitive health services as determined by the Secretary without patient consent

• “Sensitive Health Services” are certain code sets the Secretary determines applicable 

• The Commission has authority to include additional codes related to services 
outside of abortion services

• Health information exchanges include electronic health records



Other State / Territory 
Laws Requiring Affirmative, Written Consent

• Massachusetts, HIV Testing:  General Law - Part I, Title XVI, 
Chapter 111, Section 70F

• California, Reproductive Data: Bill Text: CA AB352 | 2023-2024 | 
Regular Session | Chaptered | LegiScan

• Many States:  Behavioral Health 

• Other Restrictions:  Adolescent Data

https://malegislature.gov/Laws/GeneralLaws/PartI/TitleXVI/Chapter111/Section70F
https://malegislature.gov/Laws/GeneralLaws/PartI/TitleXVI/Chapter111/Section70F
https://legiscan.com/CA/text/AB352/id/2843230
https://legiscan.com/CA/text/AB352/id/2843230


Impact to Data Availability 

• Substance Use Disorder treatment information AND other 
information from 42 CFR Part 2 facilities

• Medication Assisted Treatment medications

• Codes related to abortion (Maryland)
• Mifepristone 

• Behavioral health diagnoses and psychotherapy notes
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Electronic “breadcrumbs” generated by patients
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Acute MI & 
hospitalization

Clinical trial of 
novel cardiac drug

Lifestyle changes; 
more active



The value in these “breadcrumbs”

15

• Improved patient care
• Generating disease 

phenotypes
• Studying behavior 

change
• Evaluating symptom and 

quality of life outcomes
• Machine learning 

algorithms
• Clinical decision support
• Patient decision support 

and engagement
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What is Sensitive Health Data?

Definition: Health data that, if disclosed, could 
cause harm or distress to an individual, such 
as stigma, discrimination, or legal risk.
(Source: European Union Agency for Fundamental 
Rights, 2015)

Examples include:

• Sexual and reproductive health information

• Mental health diagnoses and treatment history

• Genetic and biometric data

• Substance use and addiction history

• -Data from health apps and wearables



The context for patient concerns

• Prior research shows participants worry about:
• Misuse of data
• Re-identification of 'anonymized' 

datasets
• Commercial exploitation

• Sensitive data (e.g., reproductive, mental 
health) evokes additional concern, especially 
post-Roe v. Wade.

• Underrepresented racial groups may be 
particularly wary due to historical injustices in 
research.



Background and 
context

Public perspectives 
on data sharing

Perspectives on 
research data

Pediatric 
perspectives

Take-home points

Overview of today’s talk

19



Baseline trust in different recipients varies.

20



Trust changed depending on who the data was shared 
with.  

21



All data is not equal. 
Sharing preferences vary based on the type and recipients 
of that data.  

22

Example 1



All data is not equal. 
Sharing preferences vary based on the type and recipients 
of that data.  

23

Example 2



Preferences differ by racial/ethnic group
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Sharing preferences for sharing specific types of data (sexual health and fertility, clinical symptom, 
imaging, and genetic data) with external recipients by different racial groups.



25

Supported limiting 
access to data

“While I agree that it 
can help to make 
positive changes, I 
would 100% want to 
know which outside 
companies they’re 
talking about before I 
would be willing...it 
does decrease my 
willingness.”

Advocated for greater 
autonomy

“Though I completely 
understand the 
positives of what 
making information 
public would bring, 
people still deserve 
the right to choose to 
have that type of 
[data] private.” 

“By combining 
information from 
multiple sources, it 
is possible to de-
anonymize data. If 
you know my age, 
zip code and 
income, you are a 
long way towards 
knowing who I am.”

Prioritized remaining 
anonymous 

Wanted greater 
transparency

“I would need to 
know exactly 
which public 
groups would have 
access. 
Neighbors? 
Insurance 
companies?”

Do you have concerns with increased data sharing practices? 
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Evolving Data Sharing Policies 
encourage increased data 
sharing (e.g., public repositories)

Participants usually grant broad 
consent without clear knowledge 
of future data use. 



Online survey using Prolific

US representative survey

610 participants

Logistical regression models 
assessed sociodemographic 
variances 

Types of data 
participants are 
willing to share

National Institutes of 
Health Data 
Management and 
Sharing Policy (2023)

Preferences for 
data sharing with 
external groups 

28

Evaluated perspectives for sharing specific types of data with specific 
groups, and strategies to enhance trust in data sharing practices.



72%

50%

67%

19%

27%

16%

9%

23%

17%

0% 20% 40% 60% 80% 100%

Asian

Black/Africa
n American

White

Strongly Agree/Agree Neither Agree/Disagree Strongly Disagree/Disagree

Most people agree; yet, 9-23% of participants strongly 
disagreed with the updated NIH policy. 

29



Does the NIH’s new efforts change your willingness to 
participate in a research study?

25%

26%

22%

64%

46%

63%

11%

28%

15%

Asian

Black/ African American

White

Strongly increase/increase No change Strongly decrease/decrease
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Key Themes from Open-Ended Responses
Support depends on trust, control, and clear communication.

Top qualitative themes from 302 responses:

• Value in advancing research

• Want limits on access, especially for commercial entities

• Prioritized anonymity, autonomy, and transparency

"It is my information, and I 
should be in charge of 

where it goes and who can 
access it."

"All the policies in the world 
are great, but there is no 

safe data."
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What about sensitive pediatric data?
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Adolescent population - at risk for having sensitive 
healthcare information 

34

Behavioral health 
Substance use, addiction

Mental health  
Anxiety, depression, eating disorders

Sexual/reproductive health
Sexually transmitted infections, unplanned 
pregnancies



CDC National Youth Risk Behavior Survey 2021
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https://youth.gov/feature-article/2011-2021-yrbs-data-summary-and-trends-report

Teens - experiencing 
increasingly high levels of 
violence, sadness, and 
suicide risk. 



CDC National Youth Risk Behavior Survey 2021

36

https://youth.gov/feature-article/2011-2021-yrbs-data-summary-and-trends-report



CDC National Youth Risk Behavior Survey 2021

37

https://youth.gov/feature-article/2011-2021-yrbs-data-summary-and-trends-report

LGBTQ+ youth were substantially more 
likely to have experienced all forms of 
violence and had worse mental health 
outcomes. 



CDC National Youth Risk Behavior Survey 2021

38

https://youth.gov/feature-article/2011-2021-yrbs-data-summary-and-trends-report

Only about half of sexually 
active students used a 
condom the last time they 
had sex.

Percentage of sexually active students who used 
condoms decreased from 2011 to 2021.



Adolescents rely on privacy to share sensitive health 
information

39



21st Century Cures Act

40

https://www.healthit.gov/curesrule/

Rule designed to give patients and their 
healthcare providers secure access to health 
information. 

To further support access and exchange of EHI, the rule implements 
the information blocking provisions of the Cures Act. This rule outlines 
eight exceptions.



Use case 
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Maria is 17 years 
old. She lives with 
her mom and 
visits her dad in 
another state.

In her home state 
Maria can 
consent to 
confidential 
contraception and 
has been 
prescribed oral 
contraceptive pills 
(OCPs).

Through an API, 
her PHI is shared 
with this clinic.

Laws in this state 
allow healthcare 
providers to 
disclose her OCPs 
to her parent. 
However, the 
pediatrician 
chooses not to 
share.

Maria visits her 
dad, who has a 
history of 
violence.

Maria develops 
painful urination 
and forgets her 
OCP’s. She tells 
her father she 
doesn’t feel well, 
and he takes her 
to the clinic.

Through a proxy portal 
account, Maria’s father 
learns about her STI 
medication and her 
OCPs.

Information about lab 
testing is also included 
in the AVS and the 
billing EOB. 

Maria’s father becomes 
angry, and Maria is 
now fearful for her 
safety. 

Maria privately 
discloses her 
symptoms. 

The pediatrician 
informs her that she 
can consent without 
her dad’s permission 
to testing and 
treatment for a 
sexually transmitted 
infection.

Maria consents to 
the testing, which 
comes back positive. 



Adolescent and proxy portal accounts

Adolescent Portal Account

Parent/Guardian Proxy Portal Account

42



Parental access to adolescent accounts

43

https://pubmed.ncbi.nlm.nih.gov/34529064/

More than half of adolescent 
accounts with outbound messages 
were estimated to have been 
accessed by guardians at least once. 



2023 National online survey

44

If you thought that your parent would look at your portal and see all your 
health information, would that change how much sensitive information 
you share with your doctor or nurse?  



Holes in confidentiality protection 
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Variability in portal policies
Variability in state laws and regulations
Facets of care that compromise confidentiality



Path of information
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Patient

PCP

Parent

PCP Front
Desk Staff

PCP EHR

Patient
Portal

Specialist

Specialist
EHR

HIE

Inter-Vendor
Information
Exchange

PCP Billing
Department

Payor
System

Payor

Presents to
PCP office

No

Sensitive
info?

Routine care

Collects
sensitive
health info

Brings
patient to
PCP office

Checks PCP
patient

schedule

Sees patient

Yes

Receives
summary

of care

Provides
summary of

care

Enters info into
the EHR

Sensitive
info

entered

Patient
information

received

Sees patient Reviews
patient's info

Patient info
entered into

specialist EHR

Receives
and sends

data

Receives
and sends

data

Views
patient
portal

Views
patient
portal

Receives
data

Generates
claim

Receives
claim

Adjudicates
claim

Generates
EOB

Receives
EOB

Info
access
available

Patient
info

entered

Summary of
care generated

Checks in
patient

Sends claim to
payor system

Sends claim to
payor

Receives claim
Sends

adjudicated claim
to payor system

Receives
adjudicated claim

No sensitive information
        Potential sensitive information
        Definite sensitive information

AMIA 2023 Annual Symposium  |   amia.org

Facets of care that may compromise 
confidentiality 
• Automated appointment reminders 
• Automated prescription notifications from 

pharmacies
• After visit summaries
• Explanation of benefits



State-by-State Variability in Adolescent Privacy Laws (from 2022)
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AMIA 2023 Annual Symposium  |   amia.org

Sharko M, Jameson R, Ancker JS, Krams L, Webber EC, Rosenbloom ST. State-by-State Variability in Adolescent Privacy Laws. 
Pediatrics. 2022;149(6).



Variability of adolescent portal features
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Age at which adolescence begins (IT-related)

Sharko M, Wilcox L, Hong MK, Ancker JS. Variability in adolescent portal privacy features: how the unique privacy needs of the adolescent patient create a complex decision-making process. J Am 
Med Inform Assoc. 2018;25(8):1008-17.



Patient
Oncology care team

The problem of “hidden proxies” 

Informal 
caregiver

Formal proxy
Messages care team via account set up 

for proxies

Patient

Oncology care team
Informal 
caregiver

Hidden proxy
Messages care team via patient’s 

account



Prevalence and characteristics of “hidden proxies” 

• Over 10% of respondents reported accessing a family 
members’ health records in the past 12 months

• 46% of patients had messages from “hidden proxies”
• High rates of “hidden proxy” messages more likely for older patients, 

less literate, and those with limited English proficiency 

Our goal: To develop an NLP-based algorithm for patient portal secure 
messages in oncology to:

 1) classify hidden proxy messages in an oncology setting 
2) determine demographic differences between patients with formal 

proxies, hidden proxies,  no proxies



Step 1 
Data 

selection

Randomly 
select 

2,000 initial 
messages 

sent by 
presumed 
patients

Step 2
Data 

preparation

De-identify 
messages 

using tokens 
(e.g. 

PATIENTFIRS
T, 

PATIENTEME
RGEFIRST)

Step 3 
Gold 

standard 
review

Two 
reviewers 
manually 

review 
2,000 

messages 
completing 
classifying 

via 
consensus

Step 4 
Model 

creation and 
refinement

Create 
LASSO 

NLP model 
using 

different 
analytic 

approaches 
(70/30 split 
of 1,885* 

messages)

Step 5 
Model 

execution

Execute 
finalized 
model to 
classify 

corpus of 
12,000+ 

presumed 
patient 

authored 
messages

Step 6 
Assess 

demographics

Compare 
patient 

demographi
cs for: no 
proxies, 
hidden 
proxies, 
formal 
proxies

Analysis process



Of 12,119 patient portal accounts classified, 10.3% labelled as having 
“unregistered proxy” users

Significant differences based on: 
• Sex (Male ↑)
• Race* (White ↓, Asian ↑, Other ↑)
• Language (Non-English ↑) 
• Age (median age of 68 in un-registered proxy group vs. 61 in comparison 

group)
• Insurance* (Public ↑, Other↑)
• Religion* (“Non-spiritual” ↑)

Differences assessed but no significant based on: Ethnicity, marital status

52

Differences in patient demographics



Discussion 

• Informal caregivers play an important role in oncology care

• Oncology patients with unregistered proxies more likely to be male, 

older, and have non-English preferred language (additional significant 

differences based on race, insurance, and religion) 

• May indicate who current communication does not support and how 

electronic communication may be improved 

• Shows how manual qualitative analysis can feed creation of larger scale NLP 

models

53
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You will never have all the information:
Always verify sensitive health data

55

• Patient concerns about sensitive health data sharing  not all 
information will be in the chart.

• Assume incomplete data and verify sensitive data elements the way 
you would allergies, medications, or other critical information. 



When using digital tools, we must consider the ethics of 
data ownership, consent, transparency, and the impact 
on trust. 

Protecting 
personal 
health 

information

Data 
ownership

Consent and 
data sharing

Trust

https://www.freepik.com/free-vector/illustration-shaking-hands-agreement_2606557.htm#fromView=search&page=1&position=1&uuid=4536f5cf-67b7-4c90-8df1-cb20c61603b9


Lessons learned on data sharing for future work

Some data is 
more sensitive 
than others

Diverse 
viewpoints are 
needed to 
mitigate risk of 
distrust and 
participation

Participants want 
data returned  and 
that increases trust 

Data sharing 
matters—people 
care

57
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Lack of clarity of the uses of data can erode trust, especially 
among communities that are already hesitant to participate 
and are underrepresented

Inclusive and transparent data sharing policies and practices can 
be a path towards building trust.



Thank you!

Meghan Reading Turchioe

Assistant Professor            

Columbia University School of Nursing

          mr3554@cumc.columbia.edu

          @MeghanTurchioe

Marianne Sharko, MD Stephanie Niño de 
Rivera

Meghan Reading 
Turchioe, PhD, 

MPH, RN

Ruth Masterson 
Creber, PhD, 

MSc, RN

Nat Benda, PhD



Questions?

Training materials, 
recorded webinars, and 
patient education flyers 

can be found at:
https://crisphealth.org/ 

CRISP Support
support@crisphealth.org

877-952-7477

60

Please take our survey

https://www.crisphealth.org/
mailto:support@crisphealth.org
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