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Overview

The Chesapeake Regional Information Exchange for our Patients (CRISP) Portal was developed
in partnership with hMetrix to provide a superior user experience while leveraging HIE
applications. Users with access to clinical data can patient search directly from the home page
and launch searched patient data into various applications seamlessly.

All users’ CRISP Portal accounts are protected by secure application or token based two factor
authentication.

This user guide explains how to utilize features of the CRISP Portal and how to access
applications through the site.

Sources of Data

CRISP receives data from participating healthcare organizations per Maryland state statute.

Data types include:

e Admit, discharge, or transfer (ADTs) information, which can include patient
demographic, diagnostic, and

e insurance information

e Patient-specific clinical summary documents, called Continuity of Care Documents
(CCDs)

e Radiology images and reports
e Laboratory results
e List of an organization’s patients

e Other clinical that include discharge summaries, care notes, and care alerts.
For a current list of the organizations sharing data, and the type of data they are sharing, visit

our website. Data also available, but not listed on the website, includes Continuity of Care
Documents through National Networks.

Accessing the CRISP Portal

To access the CRISP Portal, users must:

e Navigate to the CRISP Portal URL - https://portal.crisphealth.org

e Log into the CRISP Portal with their username, password, and two-factor authentication
credentials.



https://www.crisphealth.org/about-crisp/connected-providers/
https://portal.crisphealth.org/

Access

To gain access to the CRISP Portal, your organization must have a permitted participation
agreement with CRISP. A HIE Admin at your organization must request or permission user
access via a credentialing tool. If you are unsure if your organization has a participation
agreement or you do not know who your HIE Admin is contact Technical User Support.

Portal Account Set Up

Users will receive an email with an activation link once their account is created. The email will
arrive from ‘donotreply@hmetrix.com’ with the subject line CRISP Portal Activation.

Once the user clicks the activation link, they will be
required to set up an account password. Passwords are ACUVaLE Accolnt
required to be at least 16 characters -with at least one
number, one special character, and one capital letter.
Note:
After the password is set up, it is time to register two
factor authentication.

=
Two Factor Authentication (2FA)

To improve security, the CRISP Portal requires that all users set up two-factor authentication for
their portal account. Users have three options to meet the two-factor authentication
requirement of the CRISP Portal.

1. Twilio Authy Application — the preferred method

2. Other Authentication Applications — such as Google Authenticator, Microsoft

Authenticator, Duo

3. Security Key such as a YubiKey

Authy & Other Authenticator Applications

Step 1. Users will be presented with a
prompt to register for Two-Factor Register For Two-Factor Authentication
Authentication as shown in the figure

below after they set up their password.
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Step 2. Select ‘Authy Push or Token’ as the 2FA method from the dropdown list. The alternative
of a security key (FIDO2) requires a hardware key. The security key option in discussed later in
this guide.

Step 3. Users must enter their cellular phone number and click the Register button. When the
user clicks the Register button, the CRISP Portal will validate that the phone number entered is
a cellular phone number. If it is not a cellular phone number, a message will display, and the
user will be prompted to enter another cellular phone number. User can click the Ok button
and reenter the phone number.

Registraticn Failed

0 The phone number you entered is not a valid cellular phone number. You will be

prompted to reenter yvour valid cellular phone number.

Step 4. After the phone number has been validated, the Proceed to Activation screen shown in
the below figure will be displayed. On clicking Proceed, an Authy account will be created with
the given phone number, and the user will be taken a screen to ‘Activate 2FA’. If the user clicks
the ‘Cancel’ button a message will be displayed and will be returned to the 2FA Activation
screen.

Proceed to Activation x

Thank you! An SMS message with a link to install Authy on your phone will be sent to
AR Alternatively, visit hitps./authy com/download/ from your phone to
install Authy. The use of Authy for 2FA is encouraged.

Proceed Cancel

Please reenteryourvalid cellular phone number.

Ok

Step 5. Authy will send an SMS text message like the

one shown to the right. Authy will autodetect the < 576031 “ Qa
device type and redirect the user to the appropriate AT R
app store to download link. Clicking the link within the oAl i e
text message will prompt the user to download the e -
Authy application onto your registered device.




Step 6. Use of Authy app is strongly preferred. Users

can also use an alternative authenticator app, such as o
Google Authenticator or Microsoft Authenticator. The Activate Two-Factor Authentication ﬁ
alternative authenticator app can be used by scanning
the QR code in below figure. Please follow the
instructions from the alternative authenticator app to
scan the QR code. To activate 2FA, users need to enter Preferred oR t
a 6-digit token in the Activate 2FA screen from Authy
or their alternative application of choice. This 6-digit
token is available on the newly added CRISP Portal tab
in the Authy app or the alternative authenticator app.
Users need to enter the 6-digit token in the textbox

and clicking the Activate button. If the token is valid users will be granted access to the CRISP Portal.
Otherwise, users need to reenter a valid token. If the user refreshes or closes the browser tab before
activation is complete, the process must start over from the Registration screen.

Security Key (FIDO2)

The security key method of two-factor authentication is the most secure. It requires a hardware
or software key that conforms to the FIFO2 standard. Examples are YubiKey, Google Titan, and
Feitian ePass FIDO2 security keys. The instructions below assume possession of such a key and
have configured a pin on the key. Please note that a security key cannot be copied or
duplicated. Backups of the key are not possible. The key is unique and cannot be substituted
with another key.

Step 1. Select 2FA method as ‘Security Key (FIDO2)’
from the dropdown list. Register For Two-Factor Authentication

Step 2. Insert the security key into the USB port and Select 2FA method @ | Security Key (FIDO2)

click the register button to register the key with the
CRISP Portal Insert your security key (e.g. Yubikey) and click register

Step 3. Users will be presented with a security

screen like the one below. Users need to enter the I:l
pin and click OK to continue. Please note that the

screen depends on the operating system in use.

Step 4. Users will be prompted to touch the security key’s button or biometric scanner. Once
touched, the key will be registered against the user’s CRISP Portal account and the screen will
be redirected to the CRISP Portal. If the user refreshes or closes the browser tab before
activation is complete, the process must start over from the Registration screen.




Windows Security X Windows Security X

Making sure it's you Making sure it's you

Set up your security key to sign in to as . L
Set up your security key to sign in to . as

This request comes from Chrome, published by Google LLC.
This request comes from Chrome, published by Google LLC.
Please enter your security key PIN.

[ | 8

Change PIN

Touch your security key.

OK Cancel

Cancel

Reset Phone Number or Security Key

If you need to reset your phone number or security key, you may click on the ‘Request phone
number reset’ or ‘Request key reset’ link in the CRISP Portal 2FA screen. An email will be sent to
the Technical User Support staff requesting a support team member to approve or deny the
request. A support team member will verify your identity to approve the request is legitimate. If
approved, you must repeat the activation process described in Two-Factor Authentication Set

Up section above.
Two-Factor Authentication %

Cpen Authy mobile app and approve the login request

) Trouble getting Auth request? Use TOTP token instead

Suspend 2FA

If you have forgot or misplace your phone or security key temporarily but require important
reporting information from the CRISP Portal, you may click on the ‘Forgot your phone? Request
help! or ‘Forgot your key? Request help!’ link in the CRISP Portal 2FA screen. An email will be
sent to Technical Support User requesting a support team member to approve or deny the
request. A support team member will verify your identity to ascertain that the request is
legitimate. Once the request is approved, the user will be allowed to login to the CRISP Portal
without 2FA for a temporary period. Support will monitor these requests closely and has strict
protocols in place prevent malicious behavior. Please note this feature is only available during
normal office hours.




CRISP Portal Login

Once 2FA has been activated, users can log into the CRISP Portal with their username,
password, and two-factor authentication credentials. All future account login attempts will
need to follow the steps described below depending on 2FA method.

Login via Authy — Push Authentication

Step 1. Users who registered the Authy app with the Portal can retrieve pending Push
notifications from their phone. All notifications will provide information regarding the request
for the user to approve or deny. User should click Deny and contact support if they do not
recognize the Push request. Approved requests will grant access to the CRISP Portal Home
Page. If the notification request is Denied in the Authenticator app, then the CRISP Portal will
deny the log in, and will redirect to the Login page.

TWILIO

Q. Authy

-
Two-Factor Authentication ﬁ,

username: kevin.philli r
Date: May 18, 2022 at 13:28

Login via Authy — TOTP Authentication

Authy’s Push notification system requires cellular connectivity. Time-based One-Time Password
(TOTP) allows you to authenticate in CRISP Portal without cellular connectivity on a phone.
Users can generate a TOTP in the Authy application and enter the TOTP token into the CRISP
Portal instead of the Push approval. The steps below describe the process of user login with
TOTP 2FA number.

Step 1. After entering their username and password, users can click to check the option box
next to ‘Trouble receiving an Auth request? Use TOTP Token Instead” on the 2FA screen to use
the TOTP token from the Authy app to authenticate.




Step 2. Within the Authy application, users can click the CRISP Portal tab to retrieve the TOTP
code. The screen will display a token that changes every 30 seconds as shown below.

Step 3. Enter the TOTP token and click Verify to enter the CRISP Portal.

Two-Factor Authentication

Open Authy mobile app and approwe the login request

CRISP
LogOnce token Is

819 375

Your 1ok

[« Trouble getting Auth request? Use TOTF token instead

Login via other Authenticator Apps

Users using an alternative authenticator app
such as Google or Microsoft Authenticator
need to follow the steps described below. A
Time-based One-Time Password (TOTP)
allows authentication in CRISP Portal
without cellular connectivity on a phone in
the same way it works for the Authy app.

Step 1. After entering their username and
password, user will be redirected to a screen
like the one to the right.

Two-Factor Authentication

Enter the 6-digit token from the Authenticator app

Enter Token

Step 2. Generate the 6-digit TOTP token using the registered Authenticator

application on your phone.

Step 3. Enter the token and click Verify complete 2FA.

Login via Security Key (FIDO2)

Users using a security key will need to follow the steps described below. Users
must use the same key registered with the CRISP Portal. No other key will work.




Step 1: After entering their username and password in the CRISP Portal, users will be redirected
to a security screen like the one below. Please insert the key in the computers USB port. Users
will need to enter their pin and click OK to continue.

Windows Security = Windows Security >

Making sure it's you Making sure it's you

Please sign into - . 1 o
Please signinto = _ -

This request comes from Chrome, published by Google LLC.
This request comes from Chroeme, published by Google LLC.

Please enter your security key PIN.

8
9 .

Change PIN Touch your security key.

oK Cancel Cancel

Step 2. Users will be prompted to touch the security key’s button or biometric scanner. Once
the scanner is do so and the key is validated, you will be redirected to the CRISP Portal.

Step 3. If the user has temporarily forgotten their security key or lost it and would like to
replace it, click Cancel to request a suspension of 2FA or a reset key request.

Step 4. Canceled requests will be redirected to the screen below. At the bottom of the screen,
are the two options for requesting help. The Retry button will redirect you to Step 1 and clicking
the Cancel button will redirect you to the login screen. The forgot key button will send a
support ticket to our support staff to assist.

Twao-Factor Authentication %

2FA detection timed out orwas canceled. Please try again.

Forgot wour key? Reguest help! Bequest key reset




CRISP Portal Home Screen

The CRISP Portal home screen consists of three sections:

1. The firstis the top tool bar which contains an application search box, home button,
logout button, and a few other features.

2. The second section is where users can search for patients. Information regarding how to
conduct a patient search can be found in the Patient Search page of this user guide.

3. The last section at the bottom is called Your Dashboard. Here users will find all the
application they have access to. Details on Your Dashboard can be review in the
Launching Applications segment of this user guide.

¥
Connecting Providers with Technology to Improve Patient Care
All Rights Reserved. £ SEND FEEDBACK £ PRODUCT UPDATES - @ Locout
ﬁ HOME Search Applications & Reports X Q
Q, Patient Search Search Results
FirstNarie® Lot NaTa® First Name Last Name Date of Birth Gender Address Match Score
No records found
Date of Birth * @  Gender - 0 i
Your dashboard may display
o different services depending on

your access.

2022 eCQMs ENS PROMPT HIE Admin Tool

=1

Your Dashboard  For applications requiring patient context, please start by using the Patient Search interf

Emergent Imaging Prescriber Reports

Tool Bar Features

2. 1. a
3 I I :
:
© CRISP All Rights Reserved. 5 . & HIE ADMINS SEND FEEDBACK £ PRODUCT UPDATES ; KEVIN PHILLIP

6.

The tool bar of the CRISP Portal contains the following features:

1. Home Button — Users can click the Home Button to navigate back to the CRISP Portal
Home Screen from an application page.

2. HIE Admin — Users can hover to view the name & email address of their organization’s
HIE Admin.

3. Logout Button — Users can click the Logout Button to sign out of the CRISP Portal. Once
clicked, the page will navigate back to the login screen.

4. Send Feedback Button - Opens a feedback forum in another tab which can be used to
send secure feedback or questions to Technical User Support. Users are required to fill

10
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out the following fields before submitting their feedback. A support ticket will be
created the support team to work on and reply to the requesting user.

Feedback Portal

Your feedback is important to us: we use it to improve our services. Note that this page is secure, so you may include protected
health information (PHI) in your feedback. If you need immediate assistance, please call us at . Support hours are
Monday through Friday, 8 am to 5 pm Eastern Standard Time

Name: b Telephone:
Email: Confirm Email:
Summary:

Details:

Type your message here

™

reCAPTCHA

I'm not a robot

Submit

5. Product Updates - Opens a pop out window which will display news and notes about
CRISP services. Typically, new features or releases of applications will be listed here. A
notification icon will appear over the Product Updates button when new content has
been published to this feature.

Product Updates Center

Soon users will have access to a new service called ‘Provider Directory'. The Provider Directory is a search tool used by users to
search and find providers. This tool can be used to assist with patient care coordination and finding provider's current contact
information. Very soon, you can find the Provider Directory service by clicking the Provider Directory tile or box within your
dashboard. Please use the link below to view the user guide for the Provider Directory: https://www.crisphealth.org/wp-
content/uploads/2022/10/Provider-Directory-User-Guide-10.28.22.pdf

6. Application Search Bar — User can use this free text field to search for applications
within the CRISP Portal by name. Please note that if the application requires a patient
first before launching it will not appear in the search results until a patient search is
made.

11
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IENSI X QI
.
n

Page 1 of 1 o ‘

Patient Search

Users can search for patients directly from the CRISP Portal home screen. Users must enter a
first name, last name, and date of birth to render search results. Gender and Social Security
Number fields can be added to narrow the selection. Data entered is not case-sensitive, and
dates do not need forward slashes separating the month data and year. Entering 050281 will
result in 05/02/1981.

The results of the Patient Search will
appear in order of most likely to least likely

matches. Each result will contain a match
score and match grade. Only patients Q, Patient Search
matched using the required fields plus
gender and social security number (SSN) First Name * Last Name *
will display as ‘Certain’. The possible
grades include: DOB * &  Gender <
1. Certain @ SSN
2. Probable
Possible @
Results
First Name Last Name DOB Gender Address Match Score
Anna Cadence 11/19/1981 Female 1021 MAIN ST, COLUMBIA, MD, 21045 117 - probable
Anna Cadence 11/19/1981 Female 1021 MAIN ST, COLUMBIA, MD, 21045 99 - possible .

€ This is fake patient data.

12
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Launching Application

Within the Portal, there are applications which require a patient search and other application
that do not. Before making a patient search, the applications which do not require patient
context will display within Your Dashboard. Users can launch these by clicking on the desired
application’s blue box or tile.

Your Dashboard  For applications requiring patient context, please start by using the Patient Search interface above.

User Guide & Help HIE Admin Tool Panel Processor ENS PROMPT Vaccine Tracking Service

Applications requiring patient context will not appear in Your Dashboard until a patient search
is conducted.

Once a Patient Search is completed, users can launch their selected patient’s data within an
application by either:

1. Click on the Patient record within the search results table. This action will cause a
Selection App pop-up to appear. User can click the four-box icon next to the application
name to launch that application.

Results
First Name Last Name DOB Gender Address Match Score
I Anna Cadence 11/19/1981 Female 1021 MAIN ST, COLUMBIA, MD, 21045 B
Select App X
\ Clinical Information E
~ Screening -

2. Once a patient search is completed and a patient record as been selected, applications
that require a patient search will now appear within Your Dashboard. Users can launch
these by clicking on the desired application’s blue box or tile.

Before a Aftera _
Q_Patient Search Search Results i Q Patient Search Search Results
Patient Patient | retname- LastName *
First Narme * Last Name * First Name Last Ny . Anna Cadence First Name LastN
Search Search:
Date of Birth *
. & o . No records found TRETEE & — . Anna Caden:
Anna Caden
SSN SSN
- Anna Caden
=3 2

Your Dashboard £ Your Dashboard  For applications requiring patient context, please start by using the Patient Search inter

Clinical Information Referrals

Emergent Imaging Prescriber Reports

13
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All applications will display within the eye frame of the Portal as shown below. Users can
navigate to another application by clicking the application title in the side tool bar. User can
collapse the application side menu by clicking on the arrow next to Reports & Applications. The
Home button at the top will navigate the page back to the Portal home screen.

ghts Reserved.

Reports & Applications
Notifications
ENS PROMPT

HIE Admin Tool

Received Time w Newest »

Status: All =

Consent Tool bams

Referral Portal

* All Rights Reserved.

Last 180 Days v

£ SEND FEEDBACK £ PRODUCT UPDATES ;-3 ® Loac
ons & Reports X
New Alerts @
= AllFilters Q Search MRN or Name
1-100 v of 261,352 « < > @y
EventTime  Facility Patient Class Event Type Alert Type  Status
Emergency Discharge ENS Not Started =
ProMpPT
&3 SEND FEEDBACK £ PRODUCT UPDATES a ® Locout
Search Applications & Reports X Q

>

o A

K Notifications

o

2

2]

: CD

]

g Received Time Newest Last 180 Days ~ 2= All Filters Q_ Search MRN or Name
=

a

Status: All ~ 1-100 » of 261352 « < > .
Name MRN Event Time Facility Patient Class Event Type Alert Type Status
B Emergency Discharge ENS ProMPT Not Started +

Patient Attestation

Users who attempt to launch an application for a patient whom they do not have an active
treatment relationship for, (i.e. are not currently active on their organization’s Encounter
Notification Service (ENS) Panel) will be presented with the following warning message.

Confirm! X

This patient is not currently linked to a treatment relationship at your
organization. As a remind, the HIE prohibits access to patient records
where there is no active relationship. All access to patient records is
monitored. Do you wish to continue?

PROCEED CANCEL

14

The user can choose to select Cancel,

which will navigate the page back to the

home screen. If the user selects Proceed,

they will be asked to enter a reason for
attesting to the relationship. Also, please be
aware that all these requests are recorded and
audited.

Please select a reason X
Reason
| - 0
Treatment

Care coordination
Quality improvement

Public health




If the patient for whom you are attempting to launch an application has opted out of CRISP, the
following message:

This pafient has opted-out from having their data shared through the HIE. Only information required by law is available to treating providers. The patient may
learn about their rights and opt back in

Tile Customization

Applications within a user’s dashboard or in the select application menu after a patient search
will appear in a random order by application name with one exception. The Clinical Information
service, if the user has access to it, will always appear as the first option after a patient search.
Users can customize the order of their application tiles by clicking on the Wrench Icon next to
Your Dashboard. A Customize Report Categories popup will appear. Users can click on an
application title and use the tool buttons to the right to customize the application order. The Up
and Down buttons will move the application up or down by one, while the Top and Bottom
buttons will move the application to the first or last position.

A Home

Customize Report Categories

1  User Guide & Help
Q Patient Search Search Results

B Lestnemer First Name e CRISP Reporting Service
No records found
& -
Vaccine Tracking Service - Demao
V°“"’““”°”E" EPPHCHIGS i Pt o pleds the Patient Search interface above COVID-19 LTC Partnership

Post Acute Capacity

Vaccine Tracking Service - ENS PROMPT COVID-19 LTC Partnership

SBIRT

¢ Guide 1 ocs
- . - — — e
Referral Portal CBO HIE Admin Tool Emergent imaging Referral Portal MCO

Applications

The table contains some of the CRISP services available for use by approved users. The table
provides information on the service name of the product or application, and a brief description
of the service. Users may or may not have access depending on their organization type, job
role, participation agreement, and CRISP. Please reach out to our support staff for questions or
clarification.

15




Technical User Support Contact Information & Portal URLs

Support Phone

Email Address Portal URL

877.952.7477

support@crisphealth.org https://portal.crisphealth.org

Application Table

The following pages contain two tables listing all CRISP services available for use by users
approved by an HIE Admin or by CRISP Support. HIE Admins may or may not have the ability
to grant users access depending on your organization type, job role, or participation
agreement. Each table below provides information on the service name of the product or
application, and a brief description of the service. The first table lists the services an HIE Admin
can credential users to access via the HIE Admin Tool. The second table displays services an
HIE Admin may request CRISP Support to provide to a user.

Service
Clinical Information

Service Description
Clinical Information gives providers the ability to access critical health
information and alerts about patients, including medication data, lab
results, radiology reports, encounter information and more.

Consent Tool

Enables users to register consents on behalf of their patients.

COVID-19 Lab Tools

Enables users to report individual COVID-19 test results in accordance
with state mandates.

Emergency Department
Advisory System (EDAS)

Enables access to show hospital diversion status to support EMS
workflows.

Encounter Notification
System (ENS)

Enables users to receive real-time alerts for patient healthcare events
(hospital admissions, discharges, etc.). These are most delivered via the
ENS PROMPT application.

MOM Care Plan

Enables Case Managers to create care plans for mothers who are
enrolled into the Maternal Opioid Misuse Program.

Referral Portal

Enables users to track their patients' referral status.

Referral Portal-MCO

Enables MCO to approve/reject referrals being sent to a CBO.

Referrals

Referrals webform to capture and send referrals to CBOs.

SBIRT Reporting

MDPCP reporting tool for substance use Screening, Brief Intervention,
and Referral to Treatment (SBIRT)

Screening

Enables completion of Social Determinants of Health screening.

Snapshot

Shows users an overview of patient information. Often used for those
needing limited PHI access.

SNF Transfer to ED Form

Form approved by all hospitals in MD as an acceptable transfer form.

CBO Worklist

Enables Community Based Organizations (CBOs) to manage incoming
referrals.




Contact Technical User Support for services listed below:

Service
CRISP Reporting
Services

Service Description

CRS provides analytic reports and dashboards that support
organizations with quality improvement, strategic planning, financial
modeling, and other activities.

Direct Messaging

CRISP DIRECT Messaging is a secure and encrypted e-mail service that
supports electronic communication between healthcare providers and
between providers and CRISP.

Emergent Imaging

Enables faster, more effective diagnosis and treatment of strokes. Only
members of stroke team at Comprehensive or Thrombectomy Capable
Stroke Centers are eligible for access to Emergent, as no patient search
is required and 72-hours’ worth of stroke images are made available.

HIE Admin Tool

Allows HIE Administrators to manage their colleagues’ HIE accounts.
User account creation, HIE user verification, access to specific HIE
Services, and employee turnover can all be handled via the tool.

PDMP Maryland

Access to the Maryland PDMP, which monitors controlled substances
dispensed by MD prescribers.

Prescriber Reports

Access to Prescriber Reports, which includes Personal Controlled
Substance Prescribing History, Electronic Unsolicited Reporting
Notifications and more. Individual DEA required.

Transfer to PACS (TTP)

Allows users to download images into their image storage system, also
known as PACs. User access is not automatic and must be approved by
a PACS administrator before being granted. Upon request, Technical
User Support will reach out to the Image Exchange Project Manager,
who will reach out to the PACS Administrator to confirm.

Panel Processor

Enables users to upload files to the HIE for ENS, COVID reporting, etc.
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